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lb‘ﬁ*ﬁ g 11 %**

Shell: & P FILinux N % Z I8 B D AR T,

il & AR RE e SR e T8 5 B SEFK

AR e A B RS

/Ul

WA E
ADB: 4 H#F NAndroid Debug Bridge, f&BhiXx4

CN 2K shellig 242
T Ei&4 Fig4TShell i

RAM: FENAZ B FZE s (Random Access Memory) , WAF
ROM:Read Only Memory Image ( HRUEWNAFEIZ) MITHER, H WROMA BIYLE A

ANR:Application Not Responding,
HATIHS [B] /&25s, BroadcastReceiver[f] iy

1R

A

_l

/BI0SZ:

Gl .. BRATENL T, fEAndroidF
AT B IR | /2 10s

NDK: Native Development Kit, iEEINDK, 7] PLHHCELCHRHA &K App

TActivityHIE

24

EEN
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HE 2 — Logcat HER

1

==

/GooglePlayServicesUcil (11624) :
JALELStreamlps( 349):
fOppoExVibrator(11624) :

re i1 missing.
setParam =) : mting with devicel
CppoExXVibrator setSecureController code=10002
fam_finiﬂ“ activity(21596) : [u,lll 1:&&&u,53-,:um.lnflnltus.1dep.hapm.
{am . pause activity(Z21l596): [0,1115134440, com.infinitus.idep.bupm.test/co
fﬁndlnldFaﬁrlnulllhﬂﬁl: VM exiting with result code 0, cleanup =skipped.
FACDB-LOADER( 349): Error: ACDE budProc wol returned = -19
fhctivityManager (215%6) : Process cum.infinitus.idep.hapﬂ test
SWindowState (21596) : WIN DELTH: Winduw{&SEETﬂEE ul com.
SContextImpl (215%96) : Calling a method in =tem process without a
FhActivityManager (21596) Scheduling restart of crashed service com.
ShctivityManager (21596) Scheduling restart of crashed service com.
Ifﬂﬂ_pIGE_dlEdlclugbj: [u,llEEﬂ,cum.infinitus.idep.hupm.te - ]
Iﬁam_pru:_diediElEEE]: [0,11624, com.infinitu=s.idep.bupm.te=t]
Ifam_ﬂcﬁedale service restart(21596): [0,com.infinitus.idep.bupm.te
Ifam schedule service restart(Z1s598): [0,com.infinitus.idep.bupm.
I/ ICppoNarrowFrame setNarrowFrameHome code=10004
WS

[ppnﬂ=11nwF1*nu|hl ﬁnj:
ContextImpl (Z2159&): Calling a method in vEtem process without a

|'-'| e

-
el J.I- L=

H_H_H H_H o

LLy LEd

k3 ka3 R

i

the =y

1 L1

ST

o1
(-

The

PID:11624, App (com. infinitus. idep. bupm. test) BJIFHFEID

f14% : Package Name (com. infinitus. idep. bupm. test)

2
O

(pid 11624)

infinitu=s.idep.bupm.
gqualified u=ser:
infinitus.idep.bupm.
infinitus.idep.bupm.

J COT.
test,/com.

gqualified user:

st/ com.
m.ilnfinitus=s.bupm.

infinitus=s.bupm.

died.
test,/com.

=
nas

android.

infinitus.bupn.
infinitus.bupm.

android.

actli
activity.

infinitus=s.bupm
app .
test,/com.
test/com.

in
in

plugins. =
plugins. =

app .
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56 A% AR 21 vy IR HE 47

V] Verbose :

fit

vV V VYV V V VY V

D] Debug :
1] Info :

‘W] Warning

'E| Error :
F| Fatal

'A| Assert :

HFAHES, Mgt RS
HEE R, WPt viEe
W EE, flPit yst
EEER, e et
g B, fpit gt
. REANR, S EE N T

7 2 125 B, 4. OBA 78
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H&E D HT — TestinExternallLog

%4 FR Log

Hug3 s L4444 Begin 1nstalling package com example. android. apis »rrer22
R FE S F {{<{<<<< Process com example. android. apis »>>>>>>

2 AT 449444 Package com example. android. apis installed »2xr2i>
_jrﬁépqmﬁ 444444 Package com example. android. apls install failled 2x2222>

=t LR AT

LA0444d ntartlTest launcher Packase com example. android. apls »errzi2>

F‘r}'] s FF

La44444 ntarting Package com example. android. apls »rrre02

OO Starthpp sririii

::Eﬂ$%HT Displaved com example. android. apls/com example. android. apis. Apilemos: +348ms
R HIE L d {4€<<<< com example. android. apis (192010 Brihhbs
= e L4444l Stoplest launcher Packasge com example. androld. apils »rer22>

HIEUT EFTFE

LA094d btartTest w1l Package com example. android. apls »re2x222

UL Bl EEE

{04444 otopTest w1 Packagse com example. androld. apils »ereix22

N ENED

LA04444 Begin uninstalling packase com example. androlid. apls »rrzr2>

Eﬂﬁﬁzg_ﬁ LA4444d Packase com example. android. apls uninstalled »xx2x22
Cpu CPU>2%> User 1%, System 8%, TOW 0%, TEQ 0%,
com example. android. apis(19201) : 3%
ATFEL Mem:>»>> Avalable:11537808KR, com example. android. apis(19326) used:63075KEE
SR NetFlows>»> UpFlow 60, DownFlow 40, TotalFlow 100
EiE {{{<<<< Capturing image (1) DOiiids
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H&E 21T — TestinExternalLog

04-14 15:35:00.609 |/TestinExternalLog( 9299): NetState>>>> cn.bing.com:80,Level 1,Tag 1,Number 268

Level: ZRAS, ORI, 1M REF, 2~3: 4f 4~6: —fK, 79: %, 10: RE

Tag: RS, 1 BUAMIE (fRERZum 2% ) 2 /& Aputihl (fRER#ZMAPP I 25 )

Number: k=

03-30 04:46:07.181 |I/TestinExternalLog(1): Mem>>>> Avalable:670211KB, winretailsaler.net.winchannel.wincrm(13537) used:18019KB
Available: 1] NAF, H.{IKB

userd: T FHWNAE, H{LKB

03-30 04:46:09.546 |/TestinExternalLog(1): CPU>>>> User 21%, System 14%, IOW 2%, IRQ 0%, winretailsaler.net.winchannel.wincrm(13537):20%
User: F P #EFE, System: REHFE, IOW: 1054, IRQ: MW, ApphH
02-13 11:07:28.402 |/TestinExternalLog( 6687): GPU>>>> kgsl-3d0:0%

42 ¥R (kgsl-2d0\kgsl-2d1\kgsl-3d0) : GPU T % 5 43 tb

02-13 11:11:22.412 |/TestinExternalLog( 6687): Battery>>>> Temperature 28.7
IR, HAL°C

02-13 11:11:29.302 |/TestinExternalLog( 6687): NetFlow>>>> UpFlow 3651, DownFlow 1842, TotalFlow 5493
EATE(B), MMTiE(b), S (B)

02-12 20:33:43.308 I/TestinExternalLog(15221): TestinLog-FPS>>>> Type powervr, Frames 10

Testin
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HEDh

HE 2 P&

i ZZPackageName B & PID, dyEH FEER

2 CHEA TestinExternallog: <<<<<<< StopTest ui Package sk DDD550>, S8 15 1E IR K st 1) 5 B%
A AR AT S

MY E R fhid it Bk oesdia], a0: ANR. FATAL. EXCEPTION. am kill. am crash. Force stopping
HREIRHE, ot B I CHE, AW ) 8 R R
IR AE R R IRHE HESDKIHE. R kmbsEs) —o

AT INT (NDK.  SIGNAL) 53

SrATAppIE T S (AM. AMS) AU R AHSENE, JFEE HEFEGA WAFE (lowmemory. GC) BFE CPU (doing
too much work) fH>< H &

Zrar A W [a) e JR R
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l U‘ﬁ*ﬁ ‘\Dj ;EILD':I. 1§z

ANR 7% Fy JCHi b,

ANR— A =22 .

® KeyDispatchTimeout: FFHIERAE L/ MlfE) JoS5AFm NS AR IL0s il s
| | | . ANRIZT “XXXFWIRL * , Bk SBTEE “SXEHE.
® BroadcastTimeout: BroadcasterReciverH fjonRecive () J5ykAb Exceptioni®T "XXXELE "

PLE T 10s ANREIEFRH4 ?
s s 1. JAVASTZSBT— A RMEAEEaIG , XPAEETEHSActivityThread |
P . . ) o A\ . /, 77 < _ )
ServiceTimeout: HandleMessagelRlfl /774 (Service) 4T #8205, B O —
W S22 355 /] 3. RSN ERENFINEIEE  MESERES SHE |

4. FEEHTEE=Em=ERNMER | ANERNSIENEH F—MER
5, MREHETINEREEERFIE T | I=fENDE | FlEEEANR.

AT AN I JRIA ANRiSig RIS
® HTINF AN RULHE (RIVIAREEAALIAT N H0F, 12
. i=RER R EICPURTIE] -

B R e B E 1ooper i I Fh 5 K PHZE/E 1) 0 FESEEAMENEE , NiRsF—smE?
N ). AN ESIET TR ?
Bl B I EACE, (B A M 5ERk

|

I

®
H%
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ANR 7% Fy J6 i b

Q] Jat 4 2

® UIZFE/R= RMERUIAHICH) LAk

® GFEN TAFE (HIEFESAE. 1/0 #R-1E. ERMNESE) NI B IEALTH
® /X HHandler>RAMFHUIZAE S HAWZFE R ) AC H.
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HEDH -

._‘_.1;_

RAXE1ML

ANR 7M1 %€ 17 :

@ iELogHE, HERIHEE ANR (aiiin— Nk, TIELEMEE)
® Mtrace XHEHIHIHstack

~

04-01 13: : . I/InputDispatcher( 220): Application is not responding:Window{2b263310com.android.email/com.android.email.activity.SplitScreeniActivitypaused:
1238 : s I/WindowManager( 220): Input event dispatching timedout sending to com.android.email/com.android.email.activity.SplitScreeniActivity

I/Process( 220): Sending signal. PID: 21404 SIG: 3 Ua AH T R trace.txtH®
I/dalvikvm(21404) :threadid=4: reacting to signal 3

b

[
w

N

E/ActivityManagexr( 220): ANR in com.android.email (com.android.email/.activity.SplitScreenActivity)
E/ActivityManager( 220): Reason:keyDispatchingTimedOut

E/ActivityManager( 220): Load: 8.68 / 8.37 / 8.53

E/ActivityManager( 220): CPUusage from 4361lms to 699ms ago

el el
W W w
()

W

[ W T
N

N

E/ActivityManager( 220): .5%21404/com.android.email: 1.3% user + 4.1% kernel / faults:10 minor
E/ActivityManagexr( 220): .3%220/system server: 2.7% user + 1.5% kernel / faults: 11 minor 2 major
E/ActivityManagexr( 220): .9%52/3pi_qgsd.0: 0% user + 0.9% kernel

E/ActivityManager( 220): 0.5%65/irq/170-cyttsp-: 0% user + 0.5% kernel

E/ActivityManager( 220): .5%296/com.android.systemui: 0.5% user + 0% kernel

E/ActivityManager( 220): 100%TOTAL: 4.8% user + 7.6% kernel + 87% iowait

E/ActivityManagexr( 220): CPUusage from 3697ms to 4223ms later:

E/ActivityManager( 220): 25%21404/com.android.email: 25% user + 0% kernel / faults: 191 minor
E/ActivityManager( 220): 16% 21603/ eas(par.hakan: 16% user + 0% kernel

E/ActivityManager( 220): .2% 21406/GC: 7.2% user + 0% kernel

E/ActivityManagex( 220): .8% 21409/Compiler: 1.8% user + 0% kernel

E/ActivityManagexr( 220): .5%220/system sexrver: 0% user + 5.5% kernel / faults: 1 minor
E/ActivityManager( 220): .5% 263/InputDispatcher: 0% user + 5.5% kernel

E/ActivityManager( 220): 323TOTAL: 28% user + 3.7% kernel

’..' ’._’
w
[
N
[ SO

w
N
oo o

13:12:1
13:12:1

R e = S S =
W W wwwwow
....I '.._l ’..l ’J '._l ’._.)
NN
SR S S S S S SO =
mom e, ;m; W

[ SO S
W
> =
N
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o
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BESHT — [rlUEL

ANR 7% Fy J6 i b

MLog7oHTANRRJSEEY

. SHTCPURIEEER , ANECPUEIREAR100% , HBBMBHSEMREI , STUECPUEIESE TANR , (1R
CPUfEFER/ | HBEELARHBLOCK T

. FNERIO wait/RE , HBBANRGATAER FAAEH T/ OIS MY
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ANR 7% Fy Jc i b

I

T AL

Rewsali

® Mtrace¥Xf

]stack (trace. txt X1

R /
@ AFELogHZE, WRIHHA ANR (Giin—/N28, SIELMEBE)

¢ data/anr/traces. txt)
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"qu}1;f ﬂil%isa§1§2

ANR & ¥ Johm .
Mtrace.txt™i4 , BREIRZHIZEW FRHEE

t 2011-04-01 13:12:
ndroid.email

—
L
—
L

Credline: com.

DALVIEK THEEADS:

(mutexe=zs: Cll=0t=1=0 t=cl=0 ghl=0 hwl=0 hwll=0)

"Tmain"™ prio=-S tid=l1l HATIVE

| group="main"™ =sCount=1l dsCount=0obj=0xZ2aadZZ24f8 =self=0xcI70

| 3ysTid=21404 nice=0 sched=0/0cgrp=[fopen-error:2] handle=18T76218%976

at androlid.os.Mes=zagefueue.nativePollOnce (Native Method)

android.o=s . .Mez=sagefueue ..next (Meszageueue. java:119)

android.os.Looper. loop (Looper.java:110)
ndrolid.app.Activitylhread.main (Activitylhread.java:3688]
va.lang.reflect.Method.invokeNative (Native Method)
va.lang.reflect.Method.i1nvoke (Method.java: 507)
n.android.internal.os.ZygotelnitsMethodindArgsCaller.run(ZygoteInit.java:866]

com.android.internal.o=s.2ygotelnit.main(Zygotelnit.java:624)

dalvik.=zyvstem.NativeStart.main (Native Method)

b fw o o [ [ [ [
it o ¢ ¢t ot o ot

IT

IRBHEZAEEST FEERENEBESY
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BESHT — [rlUEL

: Current s ap to JDWP constants, so don't rearrange them.
(If you d L ter is, updat: e strings in dvmDumpThread and the

conversion table

Bl

y https://android. googlesource. com/platfor
snum ThreadStatus | m/dalvik2/+/master/vm/Thread. h

THREAD _UNDEFINED . /* makes enum compatible with int32_t =#/

that "suspended" is orthogonal ¢ ese values (so says JDWP).

/* these match up with JDWP values

THREAD_ZOMBIE o /* TERMINATED =/
THREAD_RUNMNING . /* RUNNABLE or running now =*/
THREAD_TIMED_WAIT 2, /* TIMED_WAITING in Object.wait() =/

THREAD_MONITOR b /+* BLOCKED on a monitor =/
THREAD _WAIT 4, /% WAITING 4in Object.wait() =/

f% non-JDWF s /

THREAD_INITIALIZING

THREAD _STARTING

THREAD_MNATIVE

THREAD VMWAIT B, f* waiting on a VM resource

THREAD SUSPENDED = /* suspended, usually by

Testin
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&

ANR 7% Fy JCHi b,

DEBUGIHRTE

ANRZF BT AR TV -

M

http://www. cnblogs. com/purediy/p/3225060. html

@
Y S ANR :
BT EFEI/O Be i)
| http://blog. csdn. net/oujunli/article/details/9102101

72 &5 3RHLE] T CUPRY 8] EEIEEM

icRli2 EE=Rnk = EX
YES

NO
wEE R ESFACPU -
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App Crash

Crashil /& H T4 25 1 S 2 AppAE B I %, 23T Ui T A
AndroidH 18 % <A LA i #Crash:
 Java Crash

« Native Crash (NDK Crash)
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App Crash
Logcat HE G B

1. SystemiHFE ) crashfs &
o FF3L sk FATAL EXCEPTION IN SYSTEM PROCESS [ZkF2441 .

.+ FEEHL

y
A

RE

R E
2. AppiHEFEcrashfg B .
JF3k FATAL EXCEPTION: [£6f£4%];
Process: [i#f£44], PID: [i3EAEid];

= crashiis 1) 1%

A
H

S = s

RS

= crashis )i

I
H

LA

I

~ ___l_: -
J Bﬂﬁ I

o
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lb\ﬁ*ﬁ = | DjIEIEEZELL

App Crash —— Java Crash

Java Crash Y4552 :
1. X=RiERr—RkHE)JavaE Uit A

2. —iRIEN FMEFRHENSEEHIERE , VMR
3. —f&Crash T E&PaEHE3A

" 4

BIR#E | "AndroidCrashDemo B EL1EIE1T,

WA E

(%
EE

it logcat& FHErrordinl H &, #Hinl LL5a2E 23T EI N RBIHERR(E B, 13K 2] [Caused byl 15 2.
Caused by: java.lang.NullPointerException: Attempt to invoke virtual method 'void

android.widget.Button.setOnClickListener(android.view.View$OnClickListener)' on a null object reference at

com.devilwwj.androidcrashdemo.MainActivity.onCreate(MainActivity.java:18)

Testin
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App Crash —— Java Crash

FRIRISEE - 81T UncaughtExceptionHandler SRAZRIFICFE I HE R
1. HE Y Handler, 287 UncaughtExceptionHandler

L—a
—

2. ApplicationZ&EH i TH]U54L.

Testin
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App Crash — Native Crash

Android F s Sk B2 Native /= ) &, A Ik 2 2Log T HERRAS BAEA — & RefE JL o)L, 51 s
55— J7 .0,
Native Crash )45 s -

1. e A mA 2 B 3E~HE (Android 5.0— )
2. e s SR ORAE SR BEAE P At CAndroid 5.0L0 1)
3. BEFHEENR, ERRFLEDT
4, —AEC+H+ 2R 5]
5. Ki4rCrash T BTk di3k

(U

=
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lb\ﬁ*ﬁ = | DjiEEEZELL

App Crash — Native Crash

Native Crash & WL 42885 iR R -
1. ¥laafbdsix

2. Huhb A AR

R Eayiiv
Z U 1R
HERR i
RAYFE T IR
. BUFBROET 1R

N o v AW
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| BESH - [SRET

App Crash —— Native Crash

L/ADEBUG ! =Hofck dolok sodok solok solok solok sdolok solok dojok dolok solok dolok solok solok dolok solok

I/DEBUG: Build fingerprint: 'generic/vbox86p/vbox86p:4.4.4/KTUB4P/eng.buildbot.20151118.000452:userdebug/test-keys’

I/DEBUG: Revision: '@’ [t

I/DEBUG: pid: 1316, tid: 1316, name: evilwwj.jnidemo =>>> com.devilwwj.jnidemo =<<

I/DEBUG: signal 11 (SIGSEGY), code 1 (SEGV_MAPERR), Tault addr 90000000

I/DEBUG: eax 22300019 ebDx DOOOUNBDL ecx BUVDOUYE edx VBVDOOLY

I1/DEBUG: esi 9ed92dl4 edi bfac3lic

I1/DEBUG: xcs DPDPBRT73 xds 0000BRTb xes O0OOODTh xfs DODORORD xss DOOOOOTD

I/DEBUG: eip 955d1730 ebp bfac3198 esp bfac3l6c flags 08210282

I/DEBUG: backtrace:

I1/DEBUG: #00 pc 0000O730 /data/app-lib/com.devilwwj.jnidemo-1/1ibJNIDemo.so (Java_com_devilwwj_jnidemo_TestINI_createANativeCrash)
I/DEBUG: #01 pc vvoZadab /system/Ll1b/libdvm.so (dvmFlattormlnvoke+/9)

I1/DEBUG: #02 pc 00006797 [heapl]

I1/DEBUG: #03 pc 00086daz /system/lib/libdvm.so (dvmCallINIMethod(unsigned int const#*, JValuex, Method const*, Thread*)+434)
I/DEBUG: #04 pc 0008b2b6 /system/lib/libdvm.so (dvmResolveNativeMethod(unsigned int const*, JValue%, Method const#x, Threadsk)+326)
I/DEBUG: #05 pc 001775b8 /system/lib/libdvm.so

I1/DEBUG: #0906 pc 00005dOb <unknown=

I1/DEBUG: #0907 pc 0003b962 /system/lib/libdvm.so (dvmMterpStd(Thread=)+66)

I1/DEBUG: #08 pc 00037029 /system/lib/libdvm.so (dvmInterpret(Thread%, Method const*, JValuex)+217)

I/DEBUG: #29 pc 00@bclceé /system/lib/libdvm.so (dvmInvokeMethod(Object*, Method const*x, ArrayObjectx, ArrayObject#x, ClassObject#, bool
I/DEBUG: #10 pc 000d1b28 /system/lib/libdvm.so (Dalvik_java_lang_reflect_Method_invokeNative(unsigned int constx, JValuex)+288)
I/DEBUG: #11 pc 001775b8 /system/Llib/libdvm.so

I1/DEBUG: #12 pc 00005d5f <unknown=

I/DEBUG: #13 pc 0003b962 /system/lib/libdvm.so (dvmMterpStd(Threads)+66)

I/DEBUG: #14 pc 00037029 /system/lib/libdvm.so (dvmInterpret(Thread*, Method const*, JValuex)+217)

I1/DEBUG: #15 pc 00@bclceé /system/lib/libdvm.so (dvmInvokeMethod(Object#*, Method const*, ArrayObjectx, ArrayObject#, ClassObject#*, bool
1/DEBUG: #16 pc 000d1b28 /system/lib/libdvm.so (Dalvik_java_lang_reflect_Method_invokeNative(unsigned int const#*, JValuex)+288)
I/DEBUG: #17 pc 001775b8 /system/lib/libdvm.so

I/DEBUG: #18 pc 00005eff <unknown=

1/DEBUG: #19 pc 0003b962 /system/lib/libdvm.so (dvmMterpStd(Thread*)+66)

I1/DEBUG: #20 pc 00037029 /system/lib/libdvm.so (dvmInterpret(Thread%, Method const*, JValuex)+217)

I1/DEBUG: #21 pc 000bde27 /system/lib/libdvm.so (dvmCallMethodV(Thread*, Method const*, Object*, bool, JValuex, chark)+75

T/NERIIG #7?7 nre AAATATAA Jfewvwetam/1ih/1ihdum en [(Fal1S+atirVnidMathadd{ INTErwes 1l acedw imathadTNe: rhardia100) [T R
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App Crash — Native Crash

o B EE: pid BRiFES, tid #RELES, name £onidifE4

e« fiiRfs 5. signal 11 35 5 EF, SIGSEGV X~ 4 ¥, code 1
(SEGV_MAPERR) Z/~H4E4ChY, fault addr 00000000 27 H & | ik

o FAF eI AR RENRE SR FRIF AR, —IG 151 F 74

o« MERR[EE . ##00F AT, ##01AH#00, DLLAE THESGZMREM AR, HERFKN

RREANL: (BT S B0 ) B A 34 52 R
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App Crash — Native Crash -- signal

B4 Unix RGLHIE 5 & XF1TH
BT UNdE. (HIPOSIX) 1154 4 — 5 L T SIGNALIUELR, & SURIAT . {EALinuxE4E, Android (14 7R 2 %

SIGNALHJE X . fEAndroidfAigH, signalf)E X —#x/E signum.h (prebuilt/linux-x86/toolchain/i686-linux-glibc2.7-

4.4.3/sysroot/usr/include/bits/signum.h) 5.
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BED T — 0T

App

Crash

/* Signals. %/

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

STGHUP
SIGINT
SIGQUIT
SIGILL
SIGTRAP
STGABRT
SIGIOT
SIGBUS
SIGFPE
SIGKILL
SIGUSR1
SIGSEGV
SIGUSRZ
SIGPIPE
STGALRM
SIGTERM

SIGSTKFLT

SIGCLD

SIGCHLD
STGCONT
SIGSTOP
SIGTSTP
SIGTTIN
SIGTTOU
SIGURG

SIGXCPU
SIGXFSZ

STIGVTALRM

SIGPROF

STIGWINCH

SIGPOLL
SIGIO
SIGPWR
STIGSYS

STGUNUSED

CO 3 O O U1 = W b —
\
*

N@)
.
*

10 /%
11 /%
12 /%
13 /%
14 /%
15 /%
16 /%

rA-y1;x.

rE

v/

— Native Crash -- signal

Hangup (POSIX). %/

Interrupt (ANSI). 3/

Quit (POSIX). */

I1legal instruction (ANSI). 3/
Trace trap (POSIX). */

Abort (ANST). %/

10T trap (4.2 BSD). */

BUS error (4.2 BSD). %/
Floating—point exception (ANSI). */
Kill, unblockable (POSIX). */
User—defined signal 1 (POSIX). */
Segmentation violation (ANSI). =/
User—defined signal 2 (POSIX). */
Broken pipe (POSIX). %/

Alarm clock (POSIX). 3/
Termination (ANSI). */

Stack fault. */

STIGCHLD /* Same as SIGCHLD (System V). %/

17 /%
18 /%
19 /%
20 /*
21 /*
22 /%
23 /%
24 /%
25 /%
26 /%
27 /%
28 /%
SIGIO
29 /%
30 /%
31 /%
31

Child status has changed (POSIX). =/
Continue (POSIX). =/

Stop, unblockable (POSIX). 3/

Keyboard stop (POSIX). =/
Background read from tty (POSIX). =/
Background write to tty (POSIX). =/
Urgent condition on socket (4.2 BSD). 3/
CPU 1imit exceeded (4.2 BSD). */

File size limit exceeded (4.2 BSD). %/
Virtual alarm clock (4.2 BSD). %/
Profiling alarm clock (4.2 BSD). =/
Window size change (4.3 BSD, Sun). */

/% Pollable event occurred (System V). %/
I/0 now possible (4.2 BSD). %/

Power failure restart (System V). %/
Bad system call. */

Testin



BESHT — [rlUEL

App Crash — Native Crash -- signal

Android &4t 5 5 40ERITAH

PATHIE, 15 5B MAT v LRI . S8 WA F R HERE °] DLl s E A R A4S = A3 7 =0 A0, [F
— AR F BIAS R ZAE B P LR B A RIBME 5 By, (HEMLZEMEIRE S AT (Wil £ — 2R
HUARESAE T CRMEH T ZEETRIE &R .

Androidth/2Linux & 4t. FrLAE SAEBT ASHE AR EEE . HEN 7RI 7 E, androidif — 515
SR E T AANIAT N, TR LN F{E 5 £ Android 2 4t BTN

1. SIGQUIT ( BAE AN 3)

FHRIRL10-1E7~, BSGUNIXRGENH, XSIGQUITE 5 RIEINT N "& 1k + CORE". 52 =4 core dump
YA E, SLEIATFIEAT

Android Dalvikh. HW2ZME 5 )5, <= THIBN H ra LR AP, JF HIF A S mfiliR . X LR IE R
(RAFAE— M B I fitrace B SR . — BRI 842 2 /data/anr/trace.txt. T & — N A ftrace ST ) N 25 -

Testin



App Crash — Native Crash -- signal

R pid 503 at 2011-11-21 21:59:12 -----

2.Cmd line: com.android.phone

3. Yoy ) = N A Al
4 DALVIC THREAOS IR BRSBTS IIZE R A R 2,
5.(mutexes: t1l1=0 tsl=0 tscl=0 ghl=0 hwl=0 hwll=0) _1£ y

6."main" prio=5 tid=1 NATIVE HUIQ_%I E["j j(/u» . i}%

7. | group="main" sCount=1 dsCount=0 obj=0x400246a0 self=0x12770 )

8. | sysTid=503 nice=@ sched=0/@ cgrp=default handle=-1342909272 http //bug V. dd. Com/bbs/forum. php?mod:mewthread
9. | schedstat=( 15165039025 12197235258 23068 ) utm=182 stm=1334 core=0

10. at android.os.MessageQueue.nativePollOnce(Native Method) &tld:35

11. at android.os.MessageQueue.next(MessageQueue.java:119)

12. at android.os.Looper.loop(Looper.java:122)

13. at android.app.ActivityThread.main(ActivityThread.java:4134)

14. at java.lang.reflect.Method.invokeNative(Native Method)

15. at java.lang.reflect.Method.invoke(Method.java:491)

16. at com.android.internal.os.ZygoteInit$MethodAndArgsCaller.run(Zygotelnit.java:841)

17. at com.android.internal.os.ZygoteInit.main(ZygoteInit.java:599)

18. at dalvik.system.NativeStart.main(Native Method)

19.

20."Thread-29" prio=5 tid=24 WAIT

21. | group="main" sCount=1 dsCount=0 obj=0x406f0d50 self=0x208c18

22. | sysTid=1095 nice=0 sched=0/0 cgrp=default handle=2133304

23. | schedstat=( 9521483 7029937750 720 ) utm=0 stm=0@ core=0

24. at java.lang.Object.wait(Native Method)

25. - waiting on <0x406f0d50> (a com.motorola.android.telephony.cdma.OemCdmaTelephonyManager$Watchdog)

26. at java.lang.Object.wait(Object.java:361)

27. at com.motorola.android.telephony.cdma.OemCdmaTelephonyManager$Watchdog.run(OemCdmaTelephonyManager.java:229)
28. java.lang.Thread.run(Thread.java:1020)

29....

Testin



Native Crash -- signal

2. MR Z H ALK 525 (SIGILL, SIGABRT, SIGBUS,

App Crash

soksk skskok skoksk skeksk skskek skekok skekok skeksk skskek skoksk skl skeksk skekek skl skeksk skekek
Build fingerprint:
verizon/pasteur/pasteur:3.2.2/1.6.0 241/eng. drmn68. 20111115. 094123 :eng/test—keys’

- DHTE A HE L pid: 181, tid: 322 >>> /system/bin/mediaserver <<
SIGFPE’ SIGSEGV’ SIGSTKFLT )’ AndrOIdlﬁ%E {t@LJ signal 8 (SIGFPE), code 0 (?), fault addr 000000b5
Hsﬁ /#\/__‘EE tombstonej/ﬁ: 162:%1§ %IJE ﬁu Eﬁﬁﬂﬁ L r0 00000000 r1 00000008 <r2 ffffffff r3 00000020
y Z~N I o Ll N o

r4 00000008 r5 00000000 r6 000000ab r7 00000025

r8 662£f9¢00 r9 662f9¢c00 10 00000001 fp 00000000

ip aff17699 sp 4057f9dc 1r affl76a7? pc aff0c684 cpsr 00000010
d0 6f762f6£69647502 dl1 0000562202000000

d2 0000000400000300 d3 400120dc00000000

d4 0000000000000000 d5 0000000000000000

A A ftombstone XN O

d30 0000000000000000 d31 0000000000000000
scr 20000010

APVEH, EFRMFUERZ EEZNELRE CRile stack ) K7
BhRAT AT R, 255

#00 pc 0000c684 /system/lib/libc.so (kill)
#01 pc 000176a4 /system/lib/libc.so (raise)

libc base address: aff00000

stack:
4057f99c a2b6fdl5 /system/lib/libstagefright. so

http://www. cnblogs. com/CoderTian/p/5980426. html

405719a0
405719a4
405719a8

4057£9d0

®O1

405719d4
405719d8
405719dc
405719e0

00000000
a2bo6febl
000fb02c

00000001
a801e509
4057fal4d
00000008
00000000

/system/1ib/1libstagefright. so

/system/1ib/libutils. so

Testin


http://woshijpf.github.io/2016/06/14/Android-NDK-Tombstone-Crash-%E5%88%86%E6%9E%90/

BESHT — [rlUEL

App Crash — Native Crash -- signal

Android{5 5 )= AR

BATER], ZHsignalir=EeHTREMARER. RINEEF KEEF, AR W] LI R508 A
pisignalzs J gt iE . FERI TIEIR
1. fEkernel ®. 1# F kill_proc_info()
2. 1Enative ™ H H £ A kill() B raise()

3. java W # 1% H Procees.sendSignal()=

(EHadNAF, &R EEE TEE adb TH 7, — /-l s shellar £

adb shell kill -3 513

@HI&
=

Testin



App Crash - Crash)i RGAFHRE

1. B KEcrashrEHE, EOE2Z W EHEL L | defaul tUncaughtHandler, HHHKAbFUncaught Exception, FEHid HEjcrashiFEA(E R ;

2. YHYEIHFFEH AJAMP. handleApplicationCrash; &idtbinder ipcHlil, {&1HE]system serveri3tFg;

3. BEPK, #EAsystem serveri#HiE, YAHbinder kg% imdATAMS. handleApplicationCrash;

4. MmProcessNamesZr#% 2] H i FE ¥ JProcessRecord ¥t % B3 FEcrashiE B 2 H 3% /data/system/dropbox;

5. $4TmakeAppCrashinglocked

> Bl H T T crashM H fJerror receiver, JfZMs =N R 4%

> (Z LA FTHAE P A activity P RIWMS HUVRZ5 B w1 B FFPAT AH 50— L8 B A AH SR 1

6. H# ThandleAppCrashLocked 5%,

> Al eh W R — 2R &S crash IR, HAFpersistent@tfs, W EEZEERZNHGactivity, FFRICZIE L FE—DEEH R E R . 2R)5 f1
H—AAFfinishinglRSHactivity;

> A1 PN E— R ES crash PRI, Hpersistent®E g, , W RIATIKERINE — P AFfinishingkSHJactivity;

> H1r e E AR R A S erash IR, AT SRR TR IE iz fTactivi ty (AR .

1. J#idmUiHand]er &% £ SHOW_ERROR_MSG, 3 HcrashXfiEHE;

2. B, system server#HIEIATIEA . [BIF|crashFEAEITAGTHAT A 15 2 AT HEAE O HRAE 5

3. HcrashifE#i-R, HEiIbinderbT-IEAN, 5 Hlsystem server#FE K TappDiedLocked () ;

4. Bt)G, PUTIBHEMNHMHKFactivity/service/ContentProvider/receiverZH /- E E..

AUl

%
il

Testin



I lb‘ﬁ*ﬁ = | Dj%:'ZELL

Native Crash Log/#7 T E..
1. GoogleHJstack [ 1L

2. Analyze android—ndk stack trace

275
http://code. google. com/p/android—ndk—stacktrace—analvzer/wiki/Usage
http://source. android. com/porting/debugging native. html

stack | #%k:
http://bootloader. wdfiles. com/local—files/linux%3Aandroid%3Acrashlog/stack



http://source.android.com/porting/debugging_native.html
http://code.google.com/p/android-ndk-stacktrace-analyzer/
http://code.google.com/p/android-ndk-stacktrace-analyzer/wiki/Usage
http://source.android.com/porting/debugging_native.html
http://bootloader.wdfiles.com/local--files/linux:android:crashlog/stack

lb\ﬁ*ﬁ )R /_LELL

Android EventLog & X

_actiwvity( 3410): [0, 71401, 210, com. kunlun.mobdw.
tart( 3410): [0,16607,10187,com.kunlun. mﬂhﬂq.tEuflﬂ a
ound ([ 3410) [0,16607, com. kunlun.mobdw.testin]
activitcty( 3410): [0,758871401,210, com. kunlun.mobdw.
ne called(16607) : [I,cﬂn.kuﬁla' mnbdw.t:srl*.Unlerl=
launch 3410): [0,73887140]1, com.kunlun.mobdw.tes
,cnn.kuﬂlaﬂ mobdw.testin, 0, stop com. kunlu
TJTTTlﬁnl,hl l, com. kunlun
71401 ,210, com. kunlun
29220,1, com. huawei.

lﬂﬂ:- com. android. documents

:40.180
21:40.220
:ﬁ:"l 40 .240
03:21:40.240

03:21:40.360

'l ]
'I———

I/am create
I/am proc s
I/am proc b
I/am restart
Ifat OT

I/am a
I/am
I/am
I/am
I/am
I/am proc
I/am proc start( 3410) [O,
Iﬁam_un_r'sat _ 4211): [0,
I/am proc start
I/am proc bound |
I/am proc bound |

time (
kill

finish

finish

resume T ; 3410) :

rlt‘—'._l

Ty
[ |

Ty
Lad
LLd
[

LN

(i}
[ |
3

L

|

898, com.android.document=aul )

(0,18
[0,16822 , com.huawel .android. totemwe 12T ]

26.39

Ty
(¥ AN Y .8

(i}
-
3

\l

rAndroid I FEH, BEBCHE A
L B window (g B . Fl & ams

A

E‘Jtagsﬁﬁ/ér\)\(o

p

mmhdw.t:stlr_
.mobdw.testin/
andrnld launcher/
i,broadcast, com.android.documentsui/ .

1DHEE,lﬂﬂTu,cum.haaw:i.andruid.tutemweather,cuntent provider, com. huaweil.
com. huawel .android. launcher . Launcher]
nt

[0,16944,10044, com.huawel . motionservice, conte

A

f.Uni
c0

/2

tyPlayerActivity,andro
m. funlun .. mobdw

r id.intent.act
estin/.UnityPla

] hout
o died without

. Launcher]

provider, com. huawel . motionservice/

HIHh & HEventLog, 3JEH

[H] Y

. common .. HwvMHMoti

i BH 7RI S BT Activi ty SR A,

ATN, NULL, NOLL,

2684

ner/.provider.We

onProvider]

Mz

3545§]

atherPr

IRAN

Testin



HEDH -

AR RE L

Android EventLog & X

> ActivityManager fH3>%

Android N2 VSS/RSS/PSS/USS
Virtual Set Size REHMFEHWIE (BHEHEEESHPIAL

VSS
RSS
PSS

Resident Set Size SEPrfdH
Proportional Set Size 5‘?3/?9-3

AT
Unique Set Size #HFEMBE SHMHENT (AMESHEEESHN

USS
7)

——A

)

V]

UL N AT S

\\H

IR A CBL AL B o A )
TN AF CEEB o Bo L= 5 A

KNG, VSS >= RSS >= PSS >= USS

TagName
am_finish_activity
am_task to front
am_new _intent
am_create task
am_create activity
am_restart_activity
am_resume_activity

arm |_._1 l._,’[l vity_launch_time
am_proc_bound
am_proc_died
am_failed to pause
am_pause acfivity
am_proc_start
am_proc_bad
am_proc_good
am_low_memaory
am_destroy activity

am_relaunch_resume_activity

am_relaunch_activity
am_on_paused called
am_on_resume _called
am_kill

am_broadcast discard _filter
am_broadcast discard app
am_create service
am_destroy_service

am_process_crashed too_much

am_drop_process

am_service crashed too_much

am_schedule service restart

am_provider_lost [Jfl] ess
am_process start timeout
am_crash

am_ wif

am_switch_user
am_acfivity_fully_drawn_fime
am_focused activity
am_home_stack moved
am_pre boot
am_meminfo

dlm_pPss

5N
User, Token, TasklD,ComponentName,Reason
User, Task
User Token, TasklD ComponentName Action MIMEType URI Flags
User Task D
User Token TasklD ComponentName Action MIMEType URI Flags
User , Token ,TasklD,ComponentName
User Token TasklD ComponentName
User pid Package Name Flags reason
User , Token I']r'r'|r:|'1r'|Pr'|tI'l’1rr'|e_,t|rr||.:
Uaur PID Prlll_.u':-':-”iﬂll-'
r PID ProcessMName
r Token 1“"'.'“'1[ iting to pause, Currently pausing
r ,Token ,ComponentName
er PID LIID ProcessMName, Type, Component
ser UID ProcessMName
Lla,r UID ProcessName

l.'[ l.'[

(S S S S -
l..l" ] |_.r'| I_,_EI LnoLn
i

User _Tn]lr n T"’i'*-.|' D, ComponentName,Reason

User Token TasklD ComponentName

User Token TasklD, ComponentName

User ComponentName

User ComponentName

User PID ProcessName OomAd] Reason

Us-er BI’I"]"iTiI""th Au,tmn F:w:n:erllurntuHr Etrurir'h:astFiIter

U:;er "‘ﬂ—'r"ufll,l:'F!l:'ClHri H 1rr|H_,Ll|D _,F‘ID
ser senviceRecord PID
ser Name PID
PID
User ,Crash Count, ComponentName, PID
User ComponentName, Time
User Package Name,UID Name
User PID UID ProcessName timeout
User PID Proces: f-l-:ﬂrla:Fl-:i_[;]b Exception Message File Line Crash
User PID ProcessName Flags Tag Message Wit
id
ser  Token ,ComponentName time
er ,ComponentName
er To Front Top Stack Id Focused Stack Id Reason
le er Package
Cached,Free Zram Kernel Native
Pid, UID, ProcessName, Pss, Uss

= =
|_.r'| |_,r'| |_.r'|




Android EventLog & X

Y= NT 1=
Tagn] gefs FH #7737 5¢ -
am low memory: 7 TAMS. killAllBackgroundProcessesili & AMS. appDiedLocked, 103 4 ETLruidtfe BAAIK E
am pss: DT AMS. recordPssSamplelocked (

am meminfo: 7 T-AMS. dumpApplicationMemoryUsage

am proc start:f.T-AMS. startProcesslLocked, )& B)iHEFE
am proc bound: /7 F-AMS. attachApplicationLocked

am kill: {7/ TProcessRecord. kill, RigiHFE

am anr: 7T AMS. appNotResponding

am crash:/i. T AMS. handleApplicationCrashInner

am wtf:f\ZTAMS. handleApplicationWtf

am activity launch time: 7 FActivityRecord. reportLaunchTimeLocked(), G DNZ20%5]2thisTimef! totalTime.

am activity fully drawn time:f/ F-ActivityRecord. reportFullyDrawnlLocked, JGHIPAINZ807 Al EthisTimefl totalTime

am broadcast discard filter:{7 T BroadcastQueue. logBroadcastReceiverDiscardlLocked

am broadcast discard app:/fi/ T BroadcastQueue. logBroadcastReceiverDiscardlLocked

Testin



Android EventLog & X

Activity4:am i HHAH < /) 772 (BREFAppla 1T HLIE)

am on resume called:

am on paused called:

A TAT. performResumeActivity

A FAT. performPauseActivity, performDestroyActivity

am resume activity: HLTAS. resumeTopActivityInnerLocked

am pause activity: £

+AS. startPausinglocked

am finish activity: M FAS. finishActivityLocked, removeHistoryRecordsForAppLocked

am destroy activity:
am focused activity:

am restart activity:

A7 TAS. destroyActivityLocked

A7 T-AMS. setFocusedActivityLocked, clearFocusedActivity

A7 TASS. realStartActivitylLocked

am create activity: 7 TASS. startActivityUncheckedLocked

am new intent: 7 TAS

S. startActivityUncheckedlLocked

TAS. moveTaskToFrontLocked

am task to front: fi-

Testin



Android EventLog & X

> Power *H;% TagName =Rl

battery level oyvel voltage, temperature

battery status Ht-itLJH h.: -1Ith r 'eaﬁnt [:Iu agged technology
battery discharge duration, minLevel maxLevel

power sleep requested wakelLocksCleared
power_screen_broadcast send wakelockCount
power_screen_broadcast done on, broadcastDuration, wakelockCount
power_screen_broadcast_stop which wakelockCount

power_screen_state offOrOn, becauseOfUser, totalTouchDownTime, touchCycles
power_partial wake state releasedorAcquired, tag

Testin



BEDHT — [RIRUEL

FHFER) EventLog:
& 04-08 03:30:17.140 T/am kill ( 3410): [0, 17032, com. kunlun. mobdw. testin, 7, stop com. kunlun. mobdw. testin clear data]

‘user pid processname oomadj (HFE{LFEH) reason]

& 03-27 18:34:11.943 I/ActivityManager (16283): Force stopping package com. bankcomm. maidanba appid=10182 user=0

Fore stopping packageName appid user reason

& 03-30 13:34:17.230 I/ActivityManager ( 8545): Killing 8140:com. bankcomm. maidanba/u0a2042 (adj 0): user request after

error

=

& processes xxx at adjustment 1 //Fadj=1 R

Testin



l. force—stop: —MHI—Ireason kK

93
AN

11 BA fi % force—stop ) JR [B

hik reason W
AMS forceStopPackage from pid callingPid
AMS finishUserstop finish user

AMS clearApplicationUserData clear data

AMS broadcastintentLocked storage unmount

AMS finishBooting query restart

AMS finishinstrumentationLocked nished inst

AMS setDebugApp set debug app

AMS startinstrumentation start instrevenPersistent
PKMS . deletePackagell uninstall pkg

FKkMs. movePackagelnternal move pkg

PKMS replacesystemPackagell replace sys pkao

PkMs . scanPackageDirtyL replace pkag

PkMs. scanPackageDirtyLl update lib

FkMso setApplicationHiddensettingAsUser  hiding pkag
MountService killMediaProvider vold reset

Testin



K]

AMS A HFE (am kill) g5

i

appNotResponding
appNotResponding
handleAppCrashlLocked
crashApplication
processStartTimedOutLocked

processContentProviderPublish TimedOutLocked

removeDyingProviderLocked

reason

anr

t]_[;l anr

crash

crash

start timeout

timeout publishing content
providers

depends on provider cpr.name |
dying proc processiame




£
o

&
forceStopPackagelocked
forceStopPackagelocked

KillBackgroundProc

killAllIBackgroundProcesses

killAppAtUsersRequest
killUid

killUid
KillProcessesBelowAd)
KillApplicationProcess
killPids

killPids

killPids

reason
stop User userId

stop packageName

kill background

kill all background

user request after error

Kill uid

Permission related app op changed

setPermissionEnforcement

Free memaory
Unknown

BHEM

FORCE_CLOSE
PERMISSION

PERMISSION

EHREZEREN

Testin



ARTR: AMSARHAE (am kill) 5t

A} - —\—Ax A Y Al R lj
4. FERIFE

Hix reason

cleanUpRemoved TaskLocked remove task

attachApplicationLocked error during init

systemReady system update done

getProcessRecordLocked lastCachedPss K from cached
performldleMaintenance iIdle maint (pss lastPss from initialIdlePss )
checkExcessivePowerlUsagelocked — excessive wake held
checkExcessivePowerlUsagelocked — excessive cpu

scheduleCrash scheduleCrash for message failed




ARTR: AMSARHAE (am kill) 5t

4. HARIE DU RS

Jaki reason
cleanUpRemovedTaskLocked remove task
attachApplicationLocked error during init

systemReady system update done

getProcessRecordLocked lastCachedPss K from cached

performldleMaintenance Idle maint (pss lastPss from initialIdlePss )
checkbxcessivePowerlJsagelocked excessive wake held
checkbxcessivePowerlJsagelocked excessive cpu

scheduleCrash scheduleCrash for message failed




BESHT — [rlUEL

FBE: AMSRBERE (am_kill) A

L/ 7

%
ol
3
Cr

> DL BN AR A NIRRT ProcessRecord. kill () Hik, dA2A
> 2B I s B R REA S H H Logle -
1. Process. killProcess(int pid) //0]RAF-{a[T5 3R, 88 BN

2. adb shell kill -9 <pid> / /8] AT 5 B B AR
3. HEInkRHERE

Rty

HAH M B JEventLog

Testin



FATAL EXCEPTION:

04-18
04-18
04—

18 17:
. lang.

04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.
04-18 17:17:01.

EEIF,

N—

NAE

17:01. 231 E/AndroidRuntime (15315) :

231
231
231
231
231
231
231
231
231
231
231
231
231
231
231
231
231
231
231
231

Proc

at
at
at
at
at
at
at
at
at
at
at
at
Caus
at
at
at
at
at
at

E/AndroidRuntime (15315) :

= s BNz dex XA

2

Multi dex installation failed

17:17:01. 231 E/AndroidRuntime (15315) :
17:17:01. 231 E/AndroidRuntime (15315) :

FATAL EXCEPTION: main

ess: com. foundersc. app. xf, PID: 1531b

app. LoadedApk. makeApplication (LoadedApk. java:507)
app. ActivityThread. handleBindApplication(ActivityThread. java:4422)
app. ActivityThread. access$1500 (ActivityThread. java:138)
app. ActivityThread$H. handleMessage (ActivityThread. java:1259)
os. Handler. dispatchMessage (Handler. java:102)
android. os. Looper. 1oop (Looper. java:136)
android. app. ActivityThread. main (ActivityThread. java:5122)
java. lang. reflect. Method. invokeNative (Native Method)
java. lang. reflect. Method. invoke (Method. java:515)
com. android. internal. os. ZygoteInit$MethodAndArgsCaller. run(Zygotelnit. java:786)
com. android. internal. os. Zygotelnit. main(Zygotelnit. java:602)
dalvik. system. NativeStart. main (Native Method)
ed by:
android. support. multidex. MultiDex. install (MultiDex. java:178)
com. hundsun. winner. application. base. WinnerApplication. attachBaseContext (WinnerApplication. java:239)
android. app. Application. attach (Application. java:181)
android. app. Instrumentation. newApplication (Instrumentation. java:993)
android. app. Instrumentation. newApplication (Instrumentation. java:977)
android. app. LoadedApk. makeApplication (LoadedApk. java:502)
11 more

[a) A 53

android.
android.
android.
android.
android.

java. lang. RuntimeException: Unable to instantiate application com. hundsun. winner. application. base. WinnerApplication: java
RuntimeException: Multi dex installation failed (write failed: ENOSPC (No space left on device)).
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :
E/AndroidRuntime (15315) :

java. lang. RuntimeException: Multi dex installation failed (write failed: ENOSPC (No space left on device)).

Testin



NI : Window Leaked

03-30 15:53:49. 398 E/WindowManager (24876) :

android. view. WindowlLeaked: Activity

ch. com. hzb. mobilebank. per. activity. user. LoginActivity has leaked window

com. android. internal. policy. impl. PhoneWindow$DecorView{179bbba7 V. E
owManager (24876) :
owManager (24876) :
owManager (24876) :
owManager (24
owManager (24
owManager (24
owManager (24
owManager (24
owManager (24876) :
owManager (24876) :
owManager (24876) :

03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
03-30 15:53:49. 398
com. android.

03-30 15:53:

Activity NAFER

E/Wind
E/Wind
E/Wind
E/Wind
E/Wind
E/Wind
E/Wind
E/Wind
E/Wind
E/Wind

E/Wind

876) :
876) :
876) :
876) :
876) :

at
at
at
at
at
at
at
at
at
at
at

android.

android.

android.
android. app. Dial

cn. com. hzb. mobilebank.
android. os. Handl
android.
android. app. ActivityT
java. lang. reflect. Met

N S D 0,0-960, 1866} that was originally added here
view. ViewRootImpl. <init> (ViewRootImpl. java:390)

view. WindowManagerGlobal. addView (WindowManagerGlobal. java:271)
view. WindowManagerImpl. addView (WindowManagerImpl. java:85)

og. show (Dialog. java:337)

per. activity. user. a. handleMessage (SourceFile)

er. dispatchMessage (Handler. java:102)

os. Looper. loop (Looper. java:135)

java. lang. reflect. Met

hread. main (ActivityThread. java:5605)
hod. invoke (Native Method)

hod. invoke (Method. java:372)

internal. os. ZygoteInit$MethodAndArgsCaller. run(Zygotelnit. java:950)
at com. android. internal. os. Zygotelnit. main (Zygotelnit. java:745)

49. 398 E/WindowManager (24876) :
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lb\ﬁ*ﬁ = | DjiEEEZELL

Log o= : FAILED BINDER TRANSACTION (TransactionTooLargeException)

03-30 01:14:36.006 E/JavaBinder ( 1141): !!! FAILED BINDER TRANSACTION !!!

ll

M. R “TF—32” 2 M-
JR[A: ActivityZ [RIE intentfZ i KR=EEIE, SECHActivity kB3,
OIS BOREIEAE T 3\
> HiTApplication
> A5 FH HL 45

> S I

> Fr A4l (sqlite. share preference. fileZf)
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lb\ﬁ*ﬁ = | DjIEIEEZELL

Choreographer: Skipped 60 frames! The application may be doing too much work on its
main thread.

2 Bk K T B SKIPPED FRAME WARNING LIMIT (ERIAN30) B2 78 4 AT AR Hix M og
e AIRZ ek 1, ARAEFEDE 1K B R AT Ab 2
JRIA: AEUTZR R | FER 55

LS. FHR-REL. SRR (iR A A RER A #E, NEEMEKRZ, RN A RGC_FOR_ALLOC)
MR TT 55

> MV S IE LR P A 5ER, i runOnUiThread /7 2K 52 W U3 [H] 58 38T

> AsyncTaskAibFEFER#4F
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Android R

N AF 5 FH e -5 0T ) DL P AR R 7R AT I SR A

1. AR 5 Z00M)H ot JHEfF HstaticA =

2. FrIAIRN, s H AR 2. WRIBINEISR . B4 WK KE R A Fh a2 5] H 5 28U 28 52 I i Bl
3. mWAEFEH, BaHR (HandlerBYE N BREAESE)

. BitMap 317 tH
BAEE . SIS < M

s | WEN A AN A

. Adapter?& 14 HconvertView

PR = HStringBui lderB & StringBuffer
. WERNAERES), Pl E A EonDraw G E X R
T NGNS P R e IRV S 5

10. WebView 3] 2 B Y A7t

Testin



5 I )l

Android WA

QAT AT WAEDEAL
l. R EHREHIE, FEAKAppIa T I N AE A

|

> i HEFSA m B EE /N, JLHEFEActivity/ServiceZE KT R FIMEE . EEFEAHFEHApplicationContext
7 ApplicationContext, EXEIEZR G R ABUAKIR R, DERBIR R FFH Context 5] H;

> FERR GRS I VEM/ BOEME R B, ActivityMIServiceXt g HE G A AEFHAS N H2E/

FT BRI HR AR

> 8 2 BAE Kk B B ARAFEN . RER R G RABMHER R, B> IR REFA R0 R AT E ;

> (A i xxxStream, SqlLiteDatabase, CursorZS BB i EyE B R IR . 4 Timer, TimerTask i B fix E 0 45 BUVE AT
% . BitmapfEf &SR j5 E il fSrecycler ().

qn

bajs

B3R, BR

o]

}
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JBE G N AT BT A

In summary, to avoid context-related memory leaks, remember the following:

1.Do not keep long—lived references to a context—activity (a reference to
an activity should have the same life cycle as the activity itself)

2. Try using the context—application instead of a context—activity

3.Avoid non—static inner classes in an activity if you don’ t control their life cycle,
use a static inner class and make a weak reference to the activity inside

And remember that a garbage collector is not an insurance against memory leaks.
[Last but not least, we try to make such leaks harder to make happen whenever we can.
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